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Introduction

Many companies as part of their cloud strategies have moved significant amounts of data into multiple
cloud vendors’ storage. Each cloud platform has its own Identify and Access Management process.
Generating a holistic view of the data spread across multiple cloud platforms generates new challenges.

In this paper, different options will be discussed as how to establish secure connections through various
authentication mechanisms used between various cloud platforms. The objective is to establish a
controlled and audited way to generate data in the cloud while maintaining data custody and data
integrity across various cloud providers.

The need to trace data can be illustrated by the following use cases:
* Data stored in one cloud solution needs to be merged with data stored in another cloud solution
* Analyses completed in one cloud solution need to be posted to another cloud solution

How can the movement of data be traced for repeatability and consistency? Audit Trails can be used to
track data exchanges between cloud solutions. Through these audit trails, users can ensure the proper
chain of custody. Since there are too many cloud providers to be examined within this review, | have
chosen three: AWS, Azure, and a SAS cloud solution (Life Science Analytics Framework).

Discussion

The generation of accurate audit trails generated within a specific cloud application vary greatly. Details
below outline what is needed for each system, specifically what Authentication method is best to use and
how to configure the auditing

AWS - Authentication

AWS supports two types of authentications: Identify and Access management (IAM) and federated sign-
in through AD and ADFS. While IAM is easy to setup, it allows the user to set a local name which could
vary across cloud systems. Having different user information across environments will make it difficult to
ensure consistency across cloud systems. It is recommended to use federated sign-in through AD and
ADFS. This streamlines identity management by sourcing and managing all your user identities from one
Active Directory source.



AWS - Audit Trail

By default, AWS has S3 access logs, however these audits are not sufficient to ensure traceability. It is
recommended to use Object Level Logging in CloudTrail. CloudTrail has central auditing and logging and
the ability to control what buckets, prefixes, and objects will be audited, as well as what types of actions
to audit.

Azure — Authorization

Azure supports four authentication methods: shared key authorization, role-based access control
(RBAC), shared access signature and Access Control Lists (ACL). How are permissions evaluated? -
During security principal-based authorization, permissions are evaluated first by Role Assignment and
then by ACLs.

Storage account access keys (shared) are a simpler method to access data from the Azure Storage
Account, however, audit trails are obscured due to this being a ‘generic’ account access. It is
recommended to use Azure AD user accounts (RBAC). When using this Authorization method, users have
identities in a centralized Identity and Access Management system and can use their own identity to
access the data in the Storage Account hence accurate audit trail can be captured.

Azure - Audit Trails

By default, Azure Monitor Logs consolidates logs and metrics from multiple services and other data
sources. What is needed is to create a diagnostic setting to collect platform metrics, activity logs, and
resource logs into a Log Analytics workspace in Azure Monitor. Log Analytics allows you perform advanced
analysis of log data using a fully featured query language. This is how to extract the required log
information to support traceability.

SAS® Life Science Analytics Framework (LSAF)

By default, LSAF has an internal Active Directory that supports the creation of User IDs and Passwords for
use within the system. LSAF also supports SSO integration from a cloud authorization method. Using this
capability allows for capturing a consistent User ID across cloud systems.

SAS Life Science Analytics Framework (LSAF) - Audit Trails
LSAF provides an audit trail that tracks all editable actions within the application. The audit trail is
programmatically accessible through SAS code.

Conclusion:

Data traceability across cloud environments is accomplished by 1) using consistent User IDs and 2)
capturing consistent audit trails records. The establishment of these varies across cloud providers.
Provided this standardization has been implemented, the audit trails can then be extracted and combined
to prove data traceability across cloud providers. This is critical for both internal and external auditors
looking to trace the source data used for analysis and reporting.



Useful Links
AWS

AWS Federated Authentication with Active Directory Federation Services (AD FS)
https://aws.amazon.com/blogs/security/aws-federated-authentication-with-active-directory-
federation-services-ad-fs/

S3 Permissions Overview: S3 Permissions Classification
https://shunliz.gitbooks.io/aws-certificate-notes/content/s3/s3-permissions-overview.html

Azure

Guidance for using Azure Storage Explorer with Azure AD authorization for Azure Storage Data
Access

https://medium.com/microsoftazure/guidance-for-using-azure-storage-explorer-with-azure-ad-
authorization-for-azure-storage-data-access-663c2c88efb

Tutorial: Monitor Azure resources with Azure Monitor
https://docs.microsoft.com/en-us/azure/azure-monitor/essentials/monitor-azure-resource

SAS

o SAS® Life Science Analytics Framework
https://www.sas.com/en us/software/life-science-analytics-framework.html



https://aws.amazon.com/blogs/security/aws-federated-authentication-with-active-directory-federation-services-ad-fs/
https://aws.amazon.com/blogs/security/aws-federated-authentication-with-active-directory-federation-services-ad-fs/
https://shunliz.gitbooks.io/aws-certificate-notes/content/s3/s3-permissions-overview.html
https://medium.com/microsoftazure/guidance-for-using-azure-storage-explorer-with-azure-ad-authorization-for-azure-storage-data-access-663c2c88efb
https://medium.com/microsoftazure/guidance-for-using-azure-storage-explorer-with-azure-ad-authorization-for-azure-storage-data-access-663c2c88efb
https://docs.microsoft.com/en-us/azure/azure-monitor/essentials/monitor-azure-resource
https://www.sas.com/en_us/software/life-science-analytics-framework.html
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Ensuring Distributed Data custody on Cloud Platforms
Introduction

* Governance is the oversight role and process by which companies manage
and mitigate business risk

* Compliance ensures that an organization has the process and internal
controls to meet the requirements imposed by governance body

e Data Custody

Authentication
Authorization ( Permissions )
Audit Trail
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Ensuring Distributed Data custody on Cloud Platforms
Usecase(s)

* Data stored in one cloud solution needs to be merged with data stored in
another cloud solution

* Analyses completed in one cloud solution needs to be posted to another
cloud solution

* Audit Trails tracking data exchange between cloud solutions are required
to maintain chain of custody

Copyright © SAS Institute Inc. All rights reserved.



Ensuring Distributed Data custody on Cloud Platforms
AWS - Authentication
. ¥ .

1AM

* AWS Identity and Access Management (IAM)

Allows to centrally manage users, security credentials 'f’g?;'gef " Pe,gmgle,o:ﬁw
such as access keys, and permissions that control which [
resources users can access R £ @Q B

Users Groups oles Credentials

* Federated sign-in through AD and ADFS

streamline identity management by sourcing and
managing all your user identities from Active Directory

Reference:



https://aws.amazon.com/blogs/security/aws-federated-authentication-with-active-directory-federation-services-ad-fs/

Ensuring Distributed Data custody on Cloud Platforms
AWS - Authorization

e S3 evaluates the policies in 3
context to authorize or deny
request

User context —access policies attached
to user

Bucket context - access policies owned
by the bucket owner

Object context - access policies owned
by the Object owner Reference :



https://shunliz.gitbooks.io/aws-certificate-notes/content/s3/s3-permissions-overview.html

Ensuring Distributed Data custody on Cloud Platforms
AWS - Audit Trail

* Object Level Logging
central auditing and logging in CloudTrail

Ability to control what buckets, prefixes,
and objects will be audited, and what
types of actions to audit.

CloudTrail Process Flow «.»

I - Specify an 4 Optional - Optional - Optional -
0} m S3 Bucket :> Encrypt :> Notifications I:> ~__~ Enable
for log log files of new log ~—— log file
—

Create a storage with KMS files validation Trail created

Optional - Optional - Configure Optional - Deliver )

Add @ Event Selectors CloudTrail logs to ‘i Post creation

A feduared (Management/ CloudWatch for configuration
Data)

tags monitoring

It’s recommended to use AWS CloudTrail data events instead of Amazon S3 access logs. CloudTrail data events Q
contain more information d

SasS
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Ensuring Distributed Data custody on Cloud Platforms

AWS — Mount S3 as local drive

* Go to SSO website and login - https://<fedauth
server>.com/adfs/ls/IdplnitiatedSignon.aspx

* Fore.g.

* Reference you tube video —

>

Wi
Win

arn:aws:iam: :617292774228:role/sandbox
3600

PS C:\Users\sajune\Downloads> aws sts assume-role-with-saml
arn:aws:iam::617292774228:saml-provider/SASADFS

Copyright © SAS Institute Inc. All rights reserved.

SAMLResponse: PHNhbWxwO111c3BvbnN1TELEPSIFZESOWYSY2QTODE2Yy@6YmRL TEWHGEL YU
IE1zC3VISWSZdGF udDOiMIAyMSBWOCOXNVOWMT oxNioyNCA3MI Fal 1BEZXN@aWShdGlvbieiaHRacHME!
Bvc2FtbCIEQ29uc2VudDAidXIuOmShc21z0mShbYzONR JO1NBTUWEM AwDmhivbn1bnQ6dWS GV ali
b2FzaXMEbmFtZXMEAGMEUBFNTDoYL JAGCHI VG b2wi PixI €3H1ZXIgeG1sbnMI InVy bipvYXNpczpu'
Rpb24i 018y ZaVkYXVBaC5zYXMUY 20t L2FkZnivc2Vydml j2XMydHI 1c 308LO1zc3V1c48c 2!
dXNDb2R1TFZhbHV1PS]1cma6b2F t 01M1YZN1c3MITCB+
1vbiBIRDBINZFFYHUZOWUSL TImMDEtNDF hMS1hOTdhL Te3YTIFHDQIMZ YXNCTgSXNZdHVIbNNGYHSOPS:
61IFZ1cnNpb2491 [uMCIgeG1 sbnM9InVyb jpvYXiipc zpuYWl e zp@YzpTQUIMOF TuMDphe 3NLcnRpl

NTDoyLJAGC


https://fedauth.sas.com/adfs/ls/IdpInitiatedSignon.aspx
https://fedauth.sas.com/adfs/ls/IdpInitiatedSignon.aspx
https://www.youtube.com/watch?v=ACWRmFjG9V8

Ensuring Distributed Data custody on Cloud Platforms
AWS Audit Trail

* Using IAM user to mount drive * Using AD User to mount drive
Obscured Audit Trail Concise Audit Trail

Copyright © SAS Institute Inc. All rights reserved.



Ensuring Distributed Data custody on Cloud Platforms
Azure Authorization

* Storage account access key - simpler method where an Access key can be used to access data
from the Storage Account, however audit trail is obscured (generic account access)

* Azure AD Account - Users have identities in a centralized Identity and Access Management
system and use their own identity to access the data in the Storage Account hence accurate
audit trail can be captured

container

, 3:47:05 PM Hot (Inferr... Blockblob  125B Available

Reference:

SasS

2
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https://docs.microsoft.com/en-us/azure/storage/blobs/authorize-data-operations-portal

Ensuring Distributed Data custody on Cloud Platforms
Azure Authorization

e Azure Storage (Data Lake Storage Gen2) supports the following authorization
mechanisms

e Shared Key authorization » Shared access signature (SAS) authorization

* Role-based access control (Azure RBAC) * Access control lists (ACL)

How permissions are evaluated - During security principal-

based authorization, permissions are evaluated in the S
fO” OWin g Ord er. Th?Sr:;]StiJ;:lee% ;ole s Access granted

1. Role Assignments

f
es
2. ACLs
ACL
Operation Has the required 0 Access denied

Copyright © SAS Institute Inc. All rights reserved.



Ensuring Distributed Data custody on Cloud Platforms
Azure Audit Trail

* Azure Monitor Logs - consolidates logs and metrics from multiple services and other data sources

create a Diagnostic setting to collect platform metrics, activity log, and resource logs into a
in Azure Monitor.

Diagnostic setting

sas-bebocc > LSAF storage

Storage account Event hub Log Analytics workspace

* Log Analytics allows you perform advanced
analysis of log data using a fully featured query
language

Reference:

Copyright © SAS Institute Inc. All rights reserved.


https://docs.microsoft.com/en-us/azure/azure-monitor/essentials/monitor-azure-resource

e Audit Records

= New Query 1*

»

J493|14 pUE BURYDS

Isafadls2

Ensuring Distributed Data custody on Cloud Platforms
Azure Audit Trail

[0 [ r—

1 StorageBloblLogs

2 where TimeGenerated > ago(6h)

3

Results C

Completed

8/17/2021,
8/17/2021,
8/17/2021
8/17/2021,
8/17/2021,
8/17/2021
8/17/2021
8/17/2021
8/17/2021,

8/17/2021,

CalleripAddress
Correlationid
Schemaversion
OperationVersion
AuthenticationHash
RequesterObjectld
RequesterTenantld
RequesterAppld
RequesterAudience
RequesterTokenlssuer
RequesterUpn
UserAgentHeader
ReferrerHeader

ClientRequestid

Reference:

- New alert rule

https://Isafadls2.blob.core.windows.net:443 /temp-file-location/readme.txt
149.173.8.108:18554

072898b3-e01e-008a-57b4-93bb4f000000

1.0

2020-08-04
DB27F71C18B5945C48ESBETB1CD2CCO68986ETT013F47B206F349911E75F45DE
7884736-46f6-46da-b8db-c2078bd7e3bs
bic14d5¢c-3625-45b3-a430-9552373a0c2f
691458b9-1327-4635-9f55-ed83a7f1b41c

https://storage.azure.com/
https://sts.windows.net/bic14d5c-3625-45b3-a430-9552373a0c2f/
Sandeep.Juneja@SAS.com

Mozilla/5.0 (Windows NT 10.0; Wing4; x64) AppleWebKit/537.36 (KHTML, like
https://portal.azure.com;/

9a06d0ab-ef90-4286-8a09-3f1a5a8110c2

— Export v

ame ¥ authenticationType StatusTe

s Pinto dashboard

Uri

CallerlpAddress
Correlationid
SchemaVersion
QperationVersion
AuthenticationHash
RequesterObjectld
RequesterTenantld
RequesterAppld
RequesterAudience
RequesterTokenlssuer

UserAaentHeader

P Feedback

8= Queries

= rormat query

https://lsafadlis2.blob.core.windows.net:443 /temp-file-location/readme.txt?timeout=31536001

149.173.8.108:44567

592fc727-801e-008c-0eb6-9388f0000000

1.0

2019-12-12

2921E5177CBCOAI95EECEOG38TOF4EB92183AF0T41083918ACEO36CEBTNTET9
1854a4d8-cc19-41ec-9844-2e6f133c245¢
bic14d5c-3625-45b3-a430-9552373a0c2f
342fafc7-ac06-448d-982b-62488b68cT94

https://storage.azure.com/

https://sts.windows.net/bic14d5c-3625-45b3-a430-9552373a0c2f/

rclone/vi1.56.0
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https://docs.microsoft.com/en-us/azure/storage/blobs/authorize-data-operations-portal

Ensuring Distributed Data custody on Cloud Platforms
SAS Life Science Analytics Framework (LSAF) Authentication

SYSTEMACCESS

* Authentication

Internal

Authentication mechanism controlled by application

Active Directory
Authentication passed o AD SYSTEMACCESS

Single Sign-on
SAML

Last login Aug 19, 2021, 9:24 AM GMT-04:00

Authentication type: Single Sign-on

Single sign-on identifier: * Sandeep.Juneja@SAS com

Copyright © SAS Institute Inc. All rights reserved.



Ensuring Distributed Data custody on Cloud Platforms
SAS Life Science Analytics Framework (LSAF) Audit Trail

e Audit Trail — Tracks all editable actions

Object Location Action Date Acted On

QUERY PARAMETERS

(any object)

Nz

File added

Attribute

File

B Find

Copyright © SAS Institute Inc. All rights reserved.



Ensuring Distributed Data custody on Cloud Platforms
Mounting SAS Life Science Analytics Framework (LSAF) as local drive

* Using SAS Drug
Development Desktop
Connect

e Configure URL and
credentials

Copyright © SAS Institute Inc. All rights reserved.



Ensuring Distributed Data custody on Cloud Platforms

AWS S3 To LSAF Repository
e Data Exchange between cloud storages using drive mounts

= | sajunel

Share View Home Share

Cut L_'J MNew item =
— e Copy path

Paste

i | Easy access |

ve Copy Delete Rename MNew i : Copy e

e T ) = . e Pinto Quick Copy Paste
Clipboard

Move Copy Delete Rename Mew
access Paste shortcut to ta -
Organize MNew

folder
Clipboard Organize
» Computeris 10704 » aws (%) » hisdata » folderl

L_‘  Mew item
W Copy path

T | Easy acceq

MNew

v p » Computeris [10e704 > lsafdemo (\WSDDDC) (D:) » Users » sajunel
Mame

~
Name
# Quick access
!@ athena.csv

athena.csv
[ Desktop @

‘ !@ athenal.csv
Downloads
%= Documents

&= Pictures

temp

@ OneDrive - SAS
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Ensuring Distributed Data custody on Cloud Platforms
Azure Storage account to LSAF Repository

| ] A v] = | sajune2

“ Home Share Wiew “ Home Share View

Cut Cut '-"_"J New item v
— Copy path =

Pinto Quick Copy Paste Move Copy Delete Rename Mew
access Paste shorteut to to @ folder

w..] Copy path EJ Easy access *
Pin to Quick Copy Paste Move Copy Delete Rename Mew
access Paste shortcut to to @ folder
Clipboard Organize Nel Clipboard Organize New

A « azure (B:) » temp-file-location » ADSL test A » Computeris [10e704 » Isafdemo (\SDDDC) (D:) » Users > sajunel

logs A Mame -

Microsoft Teams Chat Files
Office Lens

jajfiles ~ Name
=| test_filetxt pap !@ athena.csv

@ OneDrive - SAS @ athenal.csv
Personal

Profiles for 110704

=| readmetxt
o logs

Microsoft Teams Chat Files
a Recordings

SAS

Office Lens

Personal
[ Computer is 110704

§ 3D Objects

Profiles for 110704

a Recordings
amd (sso.vsp.sas.com) SAS

-
[ Desktop

=| Documents
- 3D Objects

3 Computer is 110e704
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Ensuring Distributed Data custody on Cloud Platforms
LSAF Audit Records

e Audit Records

Object Name Location Action Acted On By (Display Na... Date Acted On
QUERY PARAMETERS
User Folder Sajune? fUsers File added Sajune? ujSamdeep Juneja S Allg 17, 2021, 6:20:00 PM
Object User Folder sajune2 MUsers File added sajune2 (Sandeep Juneja S Aug 17, 2021, 5:03:33 PM .
(EIT7 EE 22) User Folder sajunez Users File added sajune? (Sandeep Juneja S... Aug 17, 2021, 2:51:24 PM .
Name. User Folder sajune2 MUsers File added sajune2 (Sandeep Juneja S Aug 14, 2021, 9:12:54 PM .
User Folder sajune2 MUsers File added sajune2 (Sandeep Juneja S... Aug 14, 2021, 20713 PM .
User Folder sajune2 fUsers File added sajune2 (Sandeep Juneja S... Aug 14, 2021, 6:27:25 PM .

User Folder sajune2 fUsers File added sajune2 (Sandeep Juneja S... . Aug 14, 2021, 6:25:04 PM .

File added

Acted on by

sajune2 (Sandeep Juneja SAML)

Mode

(any mode)
From:
Jul 19, 2021, 12:00:00 AM t Attribute To
To File readme txt

Aug 19, 2021, 11:59:59 PM
B Find 9 Reset
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Ensuring Distributed Data custody on Cloud Platforms
Data Traceability across cloud Environments

e Combining Audit Data across Cloud Environment provides data traceability

& userAgent & source & action & userid i /A sourceLocation & sourceName

[rclone/v1.56.0] AWS GetObject AROAYTOMEHNKKXPZDROAZ Sandeep.Juneja@SAS.com (AssumedRole) hisdata.s3.us-east-1.amazonaws.com athenaz.csv
[rclone/v1.56.0] GetObject AROAYTOMEHNKKXPZDROA3: Sandeep.Juneja@SAS.com (AssumedRole) hisdata. s3.us-east-1.amazonaws.com athena2.csv
[rclone/v1.56 GetObject AROAYTOMEHNKKXPZDROAZ: Sandeep.Juneja@SAS.com (AssumedRole) hisdata.s3.us-east-1.amazonaws.com athena2.csv
[rclonefvi. AWS GetObject AROAYTOMEHNKKXPZDROAJ Sandeep.Juneja@SAS.com (AssumedRole) hisdata.s3.us-east-1.amazonaws.com athena2.csv
AzCopy/10.11.0 Azure- I GetBlob Sandeep Juneja@SAS.com https:/fisafadls2_blob.core window 000000.log
rclonefv1.56.0 \ZUIT GetBlob 34Zfafc7-ac06-448d-982b- https://isafadls2.blob.core.window 000000.log
rclone/v1.56.0 \ZUr GetBlob 342fafcT-ac06-448d-982b- https:/iisafadis2_blob.core.window 000000.log
Mozilla/5.0 PutBlob Sandeep.Juneja@SAS.com https:/safadis2.blob.core. window test_file.txt
Mozilla/5.0 (Windows . \Zur PutBlob Sandeep.Juneja@SAS.com https:/isafadis2.blob.core. window readme. txt
rclonefv1.56.0 \ZUr GetBlob 342fafc7-ac06-448d-982b- hittps://isafadls2._blob.core. window readme.txt
rclonefv1.56.0 I GetBlob 342fafc7-ac06-4468d-962b- https://isafadls2 blob.core. window readme.txt
rclonefv1.56.0 \ZUIT GetBlob 34Zfafc7-ac06-448d-982b- https://isafadls2.blob.core.window readme.txt
rclonefv1.56.0 \ZUIT GetBlob 342fafc7-ac06-448d-982b- https:/iisafadls2.blob.core.window readme.txt
rclone/v1.56.0 GetBlob 342fafc7-ac06-448d-982b- https://isafadls2.blob.core. window readme.txt
created sajune (Sandeep.Juneja@SAS.com) /Users/sajune athena.csv
created sajune (Sandeep.Juneja@SAS.com) /Users/sajune athena csv

created sajune (Sandeep.Juneja@SAS com) /Users/sajune readme txt
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Ensuring Distributed Data custody on Cloud Platforms

Data Traceability across cloud Environments
e Combining Audit Data across Cloud Environment provides data traceability

Date Part




Questions
Contact:
Sandeep.Juneja@biogen.com

Ben.Bocchicchio@sas.com

Sas.com
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